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ATTENTION ALL REQUEST FOR PROPOSAL HOLDERS

RFP# 07-132, ADDENDUM #1

NETWORK SERVICES OUTSOURCE RECOMPPETE
Updated Proposal Due Date:  August 2, 2007 @ 4:00 PM 

DUE DATE HAS BEEN CHANGED BY THIS ADDENDUM

This Addendum has been issued to modify, explain or clarify the original Request for Proposal (RFP) and is herby made a part of the RFP 07-132. Proposing parties shall acknowledge receipt of this Addendum within their proposal response.
REVISED SCHEDULE

The proposal response date has changed from July 30, 2007 to August 2, 2007. This will allow up to two full weeks to complete proposal evaluations and two full weeks for presentation evaluations, if needed.   

	Event
	Date

	Release RFP
	July 5, 2007

	Questions (if any) Due
	July 11, 2007

	Pre-submittal Conference
	July 16, 2007

	Questions and Clarifications Published 
	July 13 & 17, 2007

	Addendum #1 Published
	July 17, 2007

	Proposal Responses Due
	August 2, 2007 @ 4:00 PM

	Scoring Weights Published
	August 2, 2007 

	Proposal Evaluation Complete
	August 2007

	Vendor Presentations Complete
	August 2007

	Announce Apparently Successful Party
	August 2007

	Complete Contract Negotiations
	September 2007

	New Contract in Place
	October 1, 2007


PRE-SUBMITTAL QUESTIONS
The following are responses to questions submitted to the City dated July 11, 2007.
1. Section 4 Page 23:  Is fiber on a ring topology or a hub and spoke?

Response:  The city’s fiber topology is in a star configuration.

2. Section 4 Page 23:  Does the city want local loop and ISP redundancy

Response: The City wishes to explore ISP redundancy in 2008 between our DR facility and City Hall. This type of work would be part of the Disaster Recovery Planning and Execution.

3. Section 4 Page 24: (Technology Roadmap) Has the City executed a “requirements discovery project” to determine what elements of the technology roadmap should be addressed?  Has the City undergone a recent vulnerability or needs assessment in the last 12 months?  Would the City share this information with vendor in order to help with this section of the RFP’s response?

Response: The City has not executed a requirements discovery project for a technology roadmap. The City has recently done security risk assessments for Police, Parks, and ITD.   We have a contract in place to do security risk assessments for Utilities, Human Resources, Legal, Planning & Community Development, and Finance.  We have also done a recent PCI scan.  The chosen vendor will be provided this information.  Due to the fact that the documents contain information about risks and vulnerabilities they will not be provided to all RFP responders.

4. Section 4 Page 27: Does the City have a current inventory of cold spares of common parts?

Response: The City has one cold spare server for a specific application. Otherwise, we carry various spare hard drives and components for DR purposes.

5. Section 4 Page 27: Does the City have a current inventory of hot spares in their RAID configurations?

Response: Hot spares are incorporated in with the RAID configurations on the SAN only. 

6. Section 4 Page 27: What is the approximate raw storage volume on the SAN?

Response: The City Hall SAN has approximately 9 TB of storage whereas the BSC Disaster Recovery SAN has approximately 6 TB.

7. Section 4 Page 27: How many hosts are attached to the SAN?

Response: There are up to 6 hosts attached to each SAN. 

8. Section 4 Page 27: Does the City want to replicate archived email data off site? If so, is a shared archive platform acceptable?

Response: The City already replicates production email data. There are no plans at this time to replicate archived email data. 

9. Section 4 Page 23:  Will the City entertain proposals for alternative metro area networking hardware?

Response: We are not looking at replacing the hardware at this time, nor is replacement part of this RFP.

10. Section 4 Page 23:  Does the City own its own ASN and ARIN registered IP addresses?

Response: - No

11.  Section 4 Page 34:  Does the City own a Checkpoint management consol license?

Response: Yes.

12. What functions is the City executing that requires PCI compliance (credit card transactions, storing financial data etc)?  Or, is the City embracing PCI as a strong security model?

Response: The City processes credit card transactions.

13. Section 4 Page 25: Besides Solar Winds, what other monitoring tools does the City utilize/ own licensing?

Response: HP Insight Manager, PA Server monitor, Lakeside Systrack, Visual SRM

14. Section 4 Page 27: What is the City’s current voice mail platform?

Response: The City has a 32 port voicemail system form Active Voice called Repartee’. It is expected to be replaced by Q4 of this year or Q1 of next with Exchange 2007/Unfied Messaging.  Engineering and implementation of this project is part of the RFP.

15. Section 4 Page 29:  What Nortel platforms are running?

Response: The City operates a CS1000, Rls 4.5, networked with a second CS 1000. The second PBX supports the local E911 Center located in the City Hall facility and is supported separately by Qwest.  The City’s PBX is also connected to a Option 61C located at the old E911 Center across town.  The City has several Norstar key systems in use at remote sites and has implemented about 300 VoIP phone sets within the campus and at remote sites.

16. Section 4 Page 31:  Please provide a list of the third party applications that the City wishes the vendor to support (administrative and technical support).

Response: The vendor will work with departmental staff to provide Tier 3 (high technical level) support of network connectivity and interoperability between a variety of applications and databases. Those include Email Xtender and Exchange, Citrix Remote Access, Class registration application, JD Edwards financial systems, Amanda permit system, CIS utility systems, GIS systems, etc.  

17. Section 4 Page 34: Please expand on any specific PCI Data Security Standard compliance activities that the City expects the vendor to provide.

Response: Patch management, network segmentation (project), IDS/IPS, Log Monitoring, PCI Compliant security scans, firewall configuration and management, assist in PCI-compliant policy development, not using vendor-supplied defaults for system passwords.

18. Section 4 Page 24:  What IDS platform does the City currently operate?

Response: The City has Checkpoint R62 with some IDS capabilities which are currently not being fully utilized.  We are working on a professional services contract to get help in enabling and using more of the available alerting features.  The chosen vendor will be expected to work with the City, Checkpoint, and/or another Checkpoint partner to assist in the long-term IDS/IPS program.

19. Section 4 Page 35:  Does the City own a version of management software specific to Extreme, EPICenter?

Response: Yes.

20. Section 4 Page: Does the city possess vulnerability scanning software for internal use or does it subscribe to an external service?  If so, what does the City use?

Response: Typically the City contracts for vulnerability scanning but we would consider purchasing a commercial product.  We have done some very limited scanning using free products such as NESSUS.

21. Does the City utilize any web and malicious traffic management?  If so, what platforms?

Response: Yes, we use Surf Control.

22.  Attachment C:  Does the City have a required percentage of project or on going services work that should be set aside for minority or women owned business?

Response: The City does not set aside any part of its budget specifically for minority or women owned businesses. Minority or women owned business are given the same ability to compete for projects as any other firm and are encouraged to do so.

23. Does the City have a Business Continuity and Disaster recovery plan?

Response: Although a few major systems have been mitigated for business continuity, the IT department is working to create an overall program which includes annual testing of backups to test servers in order to ensure data integrity as well as test recovery processes for every system.  The vendor selected will play a significant role in that undertaking.  In addition, the City’s Emergency Preparedness Division (Fire Dept.) has an overall disaster recovery plan, however it does not contain detailed IT recovery information. 

24. Does the City have maintenance contracts on all routers, switches, firewalls and servers?  Can the City provide an updated spreadsheet on all appliances?

Response: The City maintains hardware and software support agreements on all equipment.  An inventory of all equipment that exists today is attached to the RFP and any updates will be made prior to the final contracts being signed.

25. What is the budget for this contract?

Response: The costs can vary, depending on whether the vendor provides full or partial services. The range for this agreement could be between $50K-$90K per month for the full range of services.
REPLACEMENT CYCLE

The City of Bellevue has a proactive replacement plan for all server/network hardware and software. As we grow the server farm at 20% annually, we are currently replacing/upgrading existing servers at a rate of approximately 15% per year. The following details the timing for equipment and software replacement or upgrade.  We typically run two versions of both database and server operating systems, eg. Windows 2000/Windows 2003, or SQL 2000/SQL 2005.

	Device
	Replacement Cycle (Yrs)

	Servers
	4

	Server Operating System
	4

	Exchange 
	4

	SQL Database
	3

	Core Network equipment
	5

	Network switches
	5

	Routers
	5

	Firewalls
	5

	VPN Appliance
	5


PARTNERS AND VENDORS

Bellevue interacts with several vendors to acquire equipment and services. We also join with many regional agencies to provide services and support. The following list demonstrates some of those partners that you will be working with:

	Vendor
	Service

	HP
	Desktops, Servers, disk drives, maintenance

	EMC/Dell
	SAN hardware, replication, Legato backup, Xtender software maintenance

	Cisco
	Router and wireless support

	Checkpoint
	Firewall support

	Trend Micro
	Anti-virus software for Exchange

	Sophos
	Anti-virus software for servers

	NCA
	Extreme Networks, Cisco, maintenance

	Verizon Select Services
	Telecom equipment and maintenance

	Verizon Wireless
	Treos, wireless

	Sprint/Nextel
	Mobile Data Terminals, wireless

	Department of Information Services – State Contract
	Microsoft software purchases

	Microsoft
	Premier agreement for software and application support

	AT&T
	Local telecom service and primary internet provider

	KC INET
	Internet and interagency connectivity

	Cities of Kirkland, Redmond, Bothell, Woodinville, New Castle, Shoreline, Mercer Island, Seattle, Renton, Issaquah, Sammamish, University of Washington, Bellevue School District, Bellevue community College, Eastside Fire & Rescue, North Shore
	Provide E-Gov services, Regional fiber coalition, Collocation services, Fire dispatch, other


ATTACHMENT I:

City of Bellevue, Information Technology Organizational Chart
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If any additional information about this Addendum is needed, please call the RFP coordinator, Kimberly Kallinger at 425-452-5223.

Sincerely,

Kimberly Kallinger
Project Manager
City of Bellevue
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